MEMNEKETTIK BACKAPY XXOHE MEMJIEKETTIK KbISMET Ne4 (95), 2025
PUBLIC ADMINISTRATION AND CIVIL SERVICE

OKOHOMUKA
ECONOMY

9KOHOMUKA

ISO 31000 IN DIGITAL PUBLIC GOVERNANCE: A SYSTEMATIC REVIEW
OF APPLICATIONS AND IMPLEMENTATION PATTERNS

Marzhan | Doctoral student Astana IT University, Astana city, Kazakhstan,
SEMBINOVA"  marzhansembinova@gmail.com, ORCID ID: https://orcid.org/0009-0005-9966-0723

Leila | PhD in economics Astana IT  University, Astana city, Kazakhstan,
SALYKOVA  [eila.salykova@astanait.edu.kz, ORCID ID: https://orcid.org/ 0000-0003-0766-4363

Nadeem : PhD Management, Anglia Ruskin University, United Kingdom,
KHALID | nadeem.khalid.phd@gmail.com, ORCID ID: https://orcid.org/ 0000-0001-9544-3741,
Scopus ID: 57190303279

[ata noctynneHusa pykonucu B pegakumio: 30/09/2025
Dopa6oTtaHo: 01/12/2025
MpuHaTo: 08/12/2025

DOI: 10.52123/1994-2370-2025-1631
YK 2964
MPHTWU 11.07.75

Annotation. Digital transformation in public administration has generated complex risks that require systematic
approaches. This review analyzes the application of ISO 31000 in digital governance, focusing on e-government and
electronic human resource management (E-HRM) systems. Following PRISMA guidelines, 54 studies published between
2009 and 2024 were examined from an initial pool of 228 publications.

Findings indicate that ISO 31000 provides a flexible, principle-based framework for identifying, assessing, and mitigating
risks, enhancing service reliability and accountability. However, adoption in the public sector is limited by political turnover
and fragmented resources. Complementary frameworks such as ISO 27005 and COBIT strengthen ISO 31000, yet
research on emerging technologies (Al, blockchain, predictive HR analytics) remains insufficient.

Keywords: ISO 31000, risk management, digital governance, e-government, systematic literature review

Anpatna. MemnekeTTik 6ackapyaarbl LMdpnbIK TpaHcdopMauust Kypaeni Teyekenaepaid TybliHaaybiHa ceben 6onbin,
onapgabl xyneni 6ackapy kaxeTTiriH apTTeipabl. Byn wony I1ISO 31000 kafmaaTtTapbliHbIH 3MEKTPOHABIK YKIMET neH
ANeKTPOoHAbIK agamu pecypctapapbl 6ackapy (E-HRM) xyinenepiHae kongaHbeinybiH kapacTeipagbl. PRISMA sgicHamacbkiHa
corikec 2009-2024 xbingap apanbifbiHaarbl 228 xapusanaHbiMHbIH, ilWiHEH 54 3epTTey TaHaanbIn, Tangay Xyprisingi.
Hatwkenep ISO 31000-HbIH ToyekenaepAdi amkblHOayFa, Garanayra >xoHe asanTyra MyMKiHAOiK OepeTiH Gewnimpenriw
KYPbINbIM €KeHiH kepceTTi. On MeMnekeTTiK Kbi3MeTTepAiH CeHimainiri MmeH ecen GepywiniriH apTTeipa anagbsl. Ananga
casicu Typakcbi3ablk NeH pecypcTapAblH KeTKinikcisgiri eHrizy tuimainirin wektengi. 1ISO 27005 nen COBIT cuskTbl
KOCbIMLI@ CTaHgapTTap TWiMAINIKTi kywenTe anagbl, Gipak kaHa TexHonorvsinapfa KaTbICTbl (KacaHgbl WHTEMMEKT,
6nokueliH, 6omkamansl HR-Tangay) gepekrep xeTkinikcis.

Tyninai cespep: ISO 31000, Tayekenaepai 6ackapy, undpnblk 6ackapy, anekTpoHAbIK YKIMeT, xyieni agebu wony

AHHoTaums. Lindposas TpaHchopmaLms B rocyaapCTBEHHOM yNpaBneHny CONpoBOXAAETCA NOSABIIEHMEM HOBbIX PUCKOB,
TPEOYOLWMX CUCTEMHBLIX METOAOB ynpaBneHus. B o63ope aHanusupyetcsa npumeHeHue I1SO 31000 B umdpoBom
rocy4apCTBEHHOM yrpaBrieHun, B TOM YNCIE B NEKTPOHHOM NMPaBUTENbCTBE M CUCTEMaX yrnpaBrieHus nepcoHanom (E-
HRM). B cootBeTctBuM ¢ PRISMA 66110 paccMoTpeHo 54 nccnegosaHusi, otobpaHHble n3 228 nybnukaumn 3a 2009-2024
.

PesynbTaTtbl nokasbiBatoT, 4to 1ISO 31000 saBnsieTcs rubKo CTPYKTYpPO AN MAEHTUdMKALMMN, OLEEHKM U CHMDKEHWNS PUCKOB,
noBbILLIAOLWER HaAEXHOCTb YCNyr U NOAOTYETHOCTb opraHu3daunii. OgHako BHeApPEeHUe OrpaHnyYMBaeTCs MONMTUYECKON
CMEHSIEMOCTbIO 1 (PparMeHTMPOBaHHLIM pacrnpeneneHneM pecypcoB. [JononHUTENbHbIE CTaHAApPTbI, Takue kak ISO 27005
n COBIT, ycunmeawT 3(HEKTUBHOCTb MPUMEHEHWUSI, HO WCCMEeAOBaHWA No HoBbiM TexHornorusm (MW, GnokyenH,
npeavktueHaa HR-aHanuTrka) HeAOCTaToOYHO.
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KnioueBble cnoBa: ISO 31000, ynpaeneHue puckamu, LUMGPPOBOE YMNpaBlieHWe, 3NIEKTPOHHOE MNPaBUTENLCTBO,
cucTemMaTnyeckmin 063op nuTepaTypsl

Introduction

Digital transformation of public administration has fundamentally reshaped service delivery
models, creating new opportunities for citizen engagement, operational efficiency, and transparent
governance. Modern e-government platforms, electronic human resource management (e-HRM)
systems, and digital identity services have transformed how public organizations interact with
citizens and manage internal operations. At the same time, this transformation has introduced
complex risk landscapes, including cybersecurity threats, data privacy breaches, system reliability
failures, and governance accountability challenges. As public organizations increasingly depend on
digital platforms for critical services, from healthcare delivery to tax administration, the potential
impact of system failures extends far beyond technical disruptions, affecting public trust, service
continuity, and democratic processes (Weerakkody et.al., 2015; Xie et.al., 2022). The growing
complexity of global risk environments has highlighted the limitations of traditional, fragmented
approaches to risk management. Interconnected risks, spanning technological, environmental,
social, and institutional dimensions, require comprehensive frameworks capable of addressing both
immediate operational threats and long-term strategic implications. In this context, ISO 31000:2018
Risk Management Guidelines have emerged as one of the leading frameworks for systematic risk
governance. The standard provides a principle-based, adaptable approach designed to help
organizations identify, analyze, evaluate, and treat risks while embedding risk awareness into
decision-making and organizational culture. Its versatility has made it increasingly relevant in the
public sector, where digital transformation requires balancing innovation with accountability and
resilience.

This systematic review addresses these gaps by synthesizing available evidence on ISO
31000 applications in digital governance, with a particular focus on E-HRM systems. The review
aims to:

(a) assess how the framework has been operationalized in digital public administration;

(b) identify institutional barriers and contextual enablers of its adoption;

(c) propose research directions for strengthening its application in the context of ongoing
digital transformation.

Literature Review

2.1 Early Foundations and Framework Development

The evolution of ISO 31000 can be traced to broader developments in risk governance and
management standards at the beginning of the 21st century. The publication of ISO 31000:2009
responded to increasing recognition that risks in organizations are interconnected, cutting across
sectors and functions. Scholars emphasize that ISO 31000 differs from prescriptive frameworks such
as COSO by focusing on principles and guidelines that can be flexibly adapted to various contexts
(Ernawati et.al., 2012; Olechowsk et.al., 2016; Barafort et.al., 2018). The 2018 revision reinforced
its emphasis on integration into decision-making and culture, clarifying definitions and stressing
leadership and stakeholder engagement as core principles. This shift has been interpreted as
recognition that risks in digital governance cannot be addressed solely by technical tools but require
cultural and organizational alignment (Olechowsk et.al., 2016; Nurdin, 2024).

2.2 Framework Integration and Comparative Analysis

ISO 31000 is not a stand-alone instrument; it has been increasingly combined with
complementary standards. For instance, integration with ISO 27001/27005 has been widely applied
in contexts of information security and cybersecurity (Akinrolabu et.al., 2019; Putra et.al., 2023). The
standard’s flexibility allows it to be applied even to organizational IT infrastructure risks, as
demonstrated by Elly et al. (2022), underscoring ISO 31000’s broad applicability beyond core
government services. Barafort et al., demonstrated the adaptability of ISO 31000 in multi-standard
environments where quality, continuity, and security certifications coexist. Comparative analyses
also highlight contrasts: while COSO-ERM is stronger on financial controls, 1ISO 31000 provides
broader applicability across strategic, operational, and compliance risks (Nurdin, 2024). These
findings suggest that in digital public governance, ISO 31000 is most effective when aligned with
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sector-specific regulations and accountability frameworks, such as data protection laws (GDPR) or
government audit standards (Sinulingga et.al., 2024). This formal integration of ISO 31000 into public
policy is evident in Brazil, where international risk management standards have been incorporated
into federal regulations, exemplifying how regulatory pressures can drive adoption (Souza et.al.,
2023).

2.3 Applications in Digital Governance

A growing body of empirical studies (Twizeyimana & Andersson, 2019; Nugraha, 2019; Arif
et.al., 2024) documents how ISO 31000 has been adopted in digital transformation initiatives. In
e-government, adoption has supported structured approaches to risk assessment, particularly in
procurement, service continuity, and IT modernization projects. Researchers in Brazil and Indonesia
(Twizeyimana & Andersson, 2019; Alves et.al., 2020; Arif et.al., 2024) provide extensive case studies
illustrating how ISO 31000 shaped the design of monitoring systems, guided prioritization of risks,
and informed governance structures. One such study applied ISO 31000 to a local government
information system (SIOLGA), where Mamuaja and Cahyono (2024) detail how the framework was
used to systematically identify and mitigate IT risks in an e-government platform. Reported barriers,
however, are recurrent: frequent political turnover undermines continuity, fragmented budgeting
prevents systematic risk treatment, and absence of performance indicators limits accountability
(Twizeyimana and Andersson, 2019; Lubis, 2023). At the same time, innovative tools such as the
Enterprise Risk Management Agile Canvas (Alves et.al., 2020) have been introduced to foster
stakeholder dialogue and enhance risk visualization in the public sector. For instance, Anindya
(2023) presents a case study of a regional public hospital that implemented an 1ISO 31000-based
risk management design, demonstrating the framework’s adaptability in improving operational
resilience.

2.4 E-HRM as an Emerging Domain
Electronic Human Resource Management (E-HRM) represents one of the less explored but critical
areas for ISO 31000 application. Risks in this domain include data protection breaches, system
usability issues, change management failures, and compliance with evolving regulations. Studies
(Kempeneer and Heylen, 2023; Sattlegger and Bharosa, 2024) show that ISO 31000 has been
applied to design HR risk registers, structure monitoring processes, and inform training of HR staff.
Integration with ISO 27005 has proven valuable for addressing cybersecurity risks in employee data
management (Akinrolabu et.al., 2019; Nugraha, 2019). Yet, existing evidence remains fragmented,
often descriptive, and limited to individual case studies. There is still insufficient knowledge on how
ISO 31000 can be institutionalized across public HR systems, particularly in transitional economies.

2.5 Emerging Technology Challenges
The acceleration of Al, blockchain, and loT in the public sector raises novel risks that cut across
technical, ethical, and societal dimensions. Scholars argue (Park, 2018; Akinrolabu et.al., 2019;
Putra and Soewito, 2023) that while 1ISO 31000 offers a broad principle-based approach, its
operationalization in these domains remains under-theorized. For example, ethical risks in Al
adoption - bias, opacity, accountability gaps - require embedding risk considerations into design and
oversight, going beyond compliance (Putra and Soewito, 2023). Smart city literature (Park, 2018;
Morozova and Yatsechko, 2022) similarly highlights interconnected risks such as privacy,
interoperability, and sustainability. These works indicate that while ISO 31000 provides a starting
framework, it needs complementary guidance and sector-specific adaptation to remain relevant for
emerging digital ecosystems.

Moreover, Taherdoost (2022) provides a comprehensive review of cybersecurity frameworks
and standards, positioning ISO 31000 as a high-level risk governance guideline that complements
more specialized information security frameworks.

Methodology
This systematic literature review followed the Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA) 2020 guidelines to ensure transparency and comprehensiveness (Page
et.al., 2020). The review was designed to identify, analyze, and synthesize peer-reviewed research
on ISO 31000 applications in digital governance.
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Fig.1. PRISMA Flow diagram
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3.1 Search Strategy

A comprehensive search was conducted in January 2025 across Scopus, Web of Science,
IEEE Xplore, and Google Scholar. The timeframe covered publications from January 2009 (the year
of ISO 31000’s first edition) to January 2025. Search strings combined three main concept groups
using Boolean operators:

—Risk management terms: “ISO 31000” OR “risk management framework” OR “enterprise
risk management” OR “risk assessment” OR “risk governance”;

—Digital governance terms: “digital governance” OR “e-government” OR “digital
transformation” OR “e-HRM” OR “electronic human resource management” OR “digital public
services” OR “smart cities” OR “digital administration”;

—Technology terms: “information technology” OR “cybersecurity” OR “data security” OR
“digital platform” OR “artificial intelligence” OR “blockchain” OR “loT” OR “Internet of Things”.

3.2 Inclusion and Exclusion Criteria

Inclusion Criteria: (1) peer-reviewed journal articles, conference proceedings, and book
chapters; (2) publications in English language; (3) studies focusing on ISO 31000 applications in
public sector or digital governance contexts; (4) research examining risk management in e-
government, e-HRM, or related digital public services; (5) publications from 2009-2025.

Exclusion Criteria: (1) non-peer-reviewed publications (reports, white papers, dissertations);
(2) studies focusing solely on private sector applications without public sector relevance; (3)
publications not directly addressing 1ISO 31000 or systematic risk management approaches; (4)
duplicate publications or conference papers subsequently published as journal articles.
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3.3 Selection Process

The initial search yielded 228 records. After removing duplicates (n = 34), 194 articles
underwent title and abstract screening by two independent reviewers. Agreement was measured
with Cohen’s kappa (k = 0.82), indicating substantial consistency. Discrepancies were resolved
through discussion with a third reviewer. From this stage, 78 articles proceeded to full-text
assessment. Following exclusions (n = 24) for insufficient relevance, the final dataset comprised 54
studies. A PRISMA flow diagram (Figure 1) illustrates the process.

3.4 Quality Assessment

Study quality was assessed using an adapted Critical Appraisal Skills Programme (CASP)
checklist suitable for case studies, empirical surveys, and conceptual frameworks. Assessment
criteria included: clarity of methodology, appropriateness of research design, rigor of data collection,
transparency of analysis, and validity of conclusions.

Of the 54 included studies, 22 were rated high quality, 25 moderate, and 7 low. All studies
were retained to ensure comprehensiveness; however, findings from high- and moderate-quality
studies were given greater interpretive weight in the synthesis, while insights from low-quality studies
were treated cautiously and used primarily for contextual illustration.

3.5 Data Extraction and Analysis

For each study we extracted: application domain, methods, key findings, reported outcomes,
challenges, and recommendations. We used inductive thematic coding aligned deductively with our
research questions to surface common implementation patterns and context-specific differences.

Following PRISMA guidelines, 54 studies were included in the synthesis. The reference list,
however, is shorter, as it reports only those sources explicitly cited in the text. Additional studies
contributed to the coding and contextual analysis but are not listed individually.

4. Results

4.1 Study Characteristics

The final dataset comprised 54 studies published between 2009 and 2024, with notable
growth after the 1ISO 31000:2018 revision. Geographic distribution was diverse, covering 23
countries, with concentrations in Indonesia (n = 12), Brazil (n = 8), and the European Union
(n=15).

Indonesian studies (Oliveira et.al., 2017; Nugraha, 2019; Alves et.al., 2020; Rahman et.al.,
2024) provided extensive evidence of ISO 31000 adoption at local government and agency levels,
illustrating how the framework was applied to strengthen accountability and compliance in public
administration. Brazilian research (Donaldson, 2001; Alves et.al., 2020; Xie et.al., 2022), in turn,
emphasized IT- and cybersecurity-oriented applications, frequently linking ISO 31000 with COBIT or
ISO 27005 to reinforce digital infrastructure governance These regional patterns suggest that local
institutional capacity and policy drivers shaped the form of implementation.

Overall, 34 studies focused exclusively on public-sector contexts, while 20 examined mixed
public—private settings.

Fig.2. Spatial Distribution of the 54 Included Studies Across 23 Countries
Geographic Distribution of Included Studies

=
&

Ha nnatpopme Bing

Source: Created by authors (based on review data)
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Fig.3. Digital Governance Domains

Distribution of studies across Digital Governance Domains

Cybersecurity management
Smart city initiatives “
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Source: Created by authors (based on review data)
4.2 Key Findings by Theme

Table 1. Thematic Analysis of ISO 31000 Implementation in Digital Governance

Theme Key Insights Main
Challenges
Versatility and Flexible, principle-driven; adaptable to diverse contexts; Balancing stakeholders
Adaptation well-suited for e-government. and regulatory
requirements
Public Sector Approaches: phased deployment (67%, 36/54); pilot Political volatility,
Implementation testing (45%, 24/54); integration with governance budget fragmentation,
frameworks (78%, 42/54). Success factors: training (89%, unclear performance
48/54); governance structures (82%, 44/54); senior indicators
leadership support (95%, 51/54).
Technology Complements cybersecurity standards; supports IT and Aligning vocabularies,
Integration digital risk management. multi-stakeholder
coordination, evolving
threats
Effectiveness and Reported benefits: risk awareness (85%, 46/54); decision-  Limited quantitative
Outcomes making (72%, 39/54); stakeholder communication (68%, evidence, reliance on
37/54); reduced incidents (43%, 23/54). Cost—benefit self-reports
analyses (11%, 6/54).
Implementation Persistent barriers: resources (78%, 42/54); cultural Persistent barriers to
Challenges resistance (65%, 35/54); IT integration (58%, 31/54); data adoption and maturity

quality (52%, 28/54); risk quantification (47%, 25/54);
unclear roles (43%, 23/54); limited leadership support
(38%, 20/54); competing priorities (62%, 33/54).

Source: Created by authors (based on review data)

The majority of studies highlighted ISO 31000’s adaptability, especially in e-
government platforms, where its principles aligned with stakeholder communication and
accountability needs.

Public-sector adoption often followed a phased or pilot-based approach, with success
depending heavily on leadership support and staff training.

Effectiveness evidence remains limited: while many studies reported improved awareness
and communication, only a handful (6/54) provided cost—benefit analysis.

Implementation barriers were consistent across contexts: resource constraints, fragmented
governance, and resistance to cultural change.

4.3 Sector-Specific Findings

Table 2. Sector-Specific Applications of ISO 31000 in Digital Governance

Domain Key Success Factors Main Challenges
E-Government  Transparency, accountability, citizen Managing expectations, inter-agency
(31 studies) engagement coordination, privacy protection
E-HRM Compliance, data protection, system HR engagement, policy clarity, integration
(12 studies) reliability with legacy processes
Smart City Structured ISO 31000 adaptation, Data governance, privacy concerns,
(8 studies) cross-sector coordination interdepartmental fragmentation

Source: Created by authors (based on review data)

83



MEMJNEKETTIK BACKAPY XOHE MEMJIEKETTIK KbIBMET Ne4 (95), 2025
PUBLIC ADMINISTRATION AND CIVIL SERVICE

Applications in e-government were the most common (n = 31). These studies (Twizeyimana
and Andersson, 2019; Nugraha, 2019; Alves et.al., 2020; Sinulingga et.al., 2024) demonstrated how
ISO 31000 principles were applied to enhance transparency, accountability, and risk communication
across government agencies, although challenges such as inter-agency coordination and data
privacy remained persistent.

Research on E-HRM (n = 12) focused mainly on compliance and data protection, with several
works describing ISO 31000’s role in structuring HR-related risk registers and integrating monitoring
mechanisms into broader organizational reforms (Kempeneer and Heylen, 2023; Sattlegger and
Bharosa, 2024).

Finally, smart city initiatives (n = 8) illustrated the complexity of cross-sectoral risk
governance. Studies highlighted IT-governance integration, with ISO 31000 serving as a bridge
between municipal administration and private technology providers (Park, 2018; Morozova and
Yatsechko, 2022)

Discussion

The systematic synthesis of 54 studies demonstrates that ISO 31000 operates as a flexible
governance instrument in digital public-sector contexts, including electronic human resource
management (E-HRM). The evidence from the results section indicates that adoption is concentrated
geographically (Indonesia, Brazil, selected EU countries) and topically (e-government, E-HRM,
smart cities, cybersecurity). This discussion interprets the results in light of broader theoretical and
practical debates.

First, the distribution of ISO 31000 adoption across diverse public-sector contexts
underscores the explanatory value of institutional theory: adoption appears shaped not only by
technical rationales but also by legitimacy and normative pressures. In Indonesia and Brazil,
(Twizeyimana and Andersson, 2019; Alves et.al., 2020; Arif et.al., 2024) for example, 1ISO 31000
uptake was often linked to regulatory requirements or alignment with international donor
expectations.

Second, the recurring preference for phased rollouts and pilot testing strengthens socio-
technical systems perspectives. E-HRM systems are not merely IT installations but socio-technical
interventions reshaping organizational routines, roles, and practices. High emphasis on staff training
(89%) and governance structures (82%) suggests that practitioners treat social and technical
elements as co-constitutive (Moynihan, 2008). ISO 31000’s emphasis on context and stakeholder
engagement aligns with socio-technical design principles.

Third, variation in implementation success reflects contingency theory: effectiveness
depends on political stability, administrative capacity, and inter-organisational coordination. In E-
HRM, success was most likely when risk management was integrated with broader HR reforms and
adequately resourced. This supports the contingency perspective that organizational outcomes are
shaped by contextual moderators (Barraza et.al., 2023).

Fourth, the lack of measurable outcomes highlights a gap in performance management
theory. Only 28% of studies reported quantifiable improvements. Most focused on process indicators
(training, registers, awareness), while evidence on outcomes (reduced breaches, improved trust)
remains scarce. Linking ISO 31000 to performance management frameworks could clarify causal
mechanisms (Rumba et.al., 2022).

Taken together, these findings suggest that ISO 31000 in E-HRM is best conceptualised as
an interaction of institutional drivers, socio-technical alignment, contextual contingencies, and
measurable performance outcomes. This interpretation also aligns with socio-technical systems
theory, which cautions that many failures in digital projects stem not only from technical or procedural
gaps but from limited integration of social and technical dimensions. Embedding 1ISO 31000
principles into a socio-technical perspective encourages joint optimization of efficiency and quality
of working life, ensuring that risk controls support autonomy, learning, and sustainable behavioral
change (Bostrom & Heinen, 1977).The findings of this review suggest that public-sector
organizations are more likely to succeed with ISO 31000 when adoption is phased, anchored in
senior leadership commitment, supported by comprehensive staff training, and embedded within
clear governance structures. Evidence from e-government and E-HRM cases shows that pilot
implementations help tailor risk processes to organizational realities and reduce disruption before
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scaling. Such staged approaches proved particularly salient where cross-departmental coordination
and role clarity were prerequisites for consistent risk practices (Oliveira et.al., 2017; Arif et.al., 2024).

Effectiveness is further enhanced when ISO 31000 is integrated with complementary
standards and managerial frameworks rather than deployed as a stand-alone instrument. Aligning
organizational risk assessment with information-security guidance strengthened controls over
sensitive data, especially in HR contexts, by coupling ISO 31000 with ISO 27005 and related
methods for threat identification and treatment (Akinrolabu et.al., 2019; Kempeneer and Heylen,
2023). Where IT governance considerations were prominent, combinations with COBIT clarified
responsibilities, interfaces, and control ownership across business and technology functions (Arif
et.al., 2024; Sattlegger and Bharosa, 2024).

Technical capacity remains a decisive condition for credible implementation. Studies
underscore the need for cybersecurity, interoperability, and data-privacy expertise within public
agencies, and point to partnerships with universities and private providers as a pragmatic way to
access advanced competencies, including analytics for HR and other mission-critical domains (Xie
et.al., 2022; Sattlegger and Bharosa, 2024). At the same time, the literature cautions that reported
benefits are still rarely quantified and that stronger evaluation designs are required to demonstrate
value beyond process compliance (Donaldson, 2001).Contextual constraints continue to shape
outcomes. Political volatility, fragmented budgets, and multi-stakeholder complexity frequently
limited continuity and depth of adoption; visual and participatory instruments such as the ERM Agile
Canvas helped sustain cross-agency dialogue about risks and treatments under such conditions
(Lubis, 2023). Consistent with socio-technical insights, effective ISO 31000 implementation also
requires participatory design, timely feedback loops, and behavioral incentives that enhance both
efficiency and quality of working life, reducing resistance and fostering shared ownership of risk
practices (Bostrom & Heinen, 1977).Comparative insights indicate that ISO 31000 travels best when
adapted to prevailing governance traditions: for example, balancing central steering with
departmental autonomy in mature public administrations improved alignment between enterprise-
level risk policies and operational practices (Xie et.al., 2022).

Taken together, these implications argue for viewing ISO 31000 not merely as a technical
framework but as a strategic, context-sensitive scaffolding that gains effectiveness through phased
adoption, integration with security and IT-governance standards, purposeful capability building, and
systematic evaluation.

Research Limitations

Despite the breadth of this review, several limitations constrain the conclusions that can be
drawn. These limitations are methodological, contextual, and conceptual.

Methodologically, the majority of the included studies relied on qualitative designs such as
case studies or descriptive analyses, which provide valuable insights but offer limited opportunities
for quantitative validation (Oliveira et.al., 2017; Alves et.al., 2020; Kempeneer and Heylen, 2023; Arif
et.al.,, 2024; Sattlegger & Bharosa, 2024). This reliance on self-reported evidence constrains the
generalizability of results and leaves important outcome dimensions underexplored.The evidence
base is also geographically imbalanced, with the bulk of studies originating from Indonesia, Brazil,
and selected European Union countries (Donaldson, 2001; Twizeyimana & Andersson, 2019;
Nugraha, 2019), while other regions such as Central Asia or Sub-Saharan Africa remain largely
absent from the literature.In topical terms, only a small subset of studies (n = 12) directly examined
E-HRM systems, reducing the ability to draw broader conclusions about risk governance in this
critical domain (Kempeneer & Heylen, 2023; Sattlegger & Bharosa, 2024).Conceptually, many
studies treated 1SO 31000 as a prescriptive checklist or compliance tool rather than unpacking the
mechanisms through which it influences organizational behavior and governance outcomes
(Twizeyimana and Andersson, 2019; Kempeneer & Heylen, 2023; Sattlegger & Bharosa, 2024).

Together, these limitations suggest that current knowledge about ISO 31000 in digital
governance, particularly in E-HRM contexts, remains partial and requires cautious interpretation.

Future Research Directions

Addressing these limitations will require a more diverse and rigorous research agenda.
Longitudinal studies tracking the adoption of ISO 31000 across different phases of E-HRM
implementation would provide clearer evidence of its sustained impact on risk mitigation and
organizational resilience (Kempeneer & Heylen, 2023; Sattlegger & Bharosa, 2024). Comparative
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research between adopters and non-adopters, ideally using quantitative indicators such as data
breach rates, employee trust, or service continuity metrics, could enhance the evidence base on
tangible outcomes (Akinrolabu et.al., 2019).Future studies should also engage more systematically
with emerging technologies, particularly artificial intelligence, blockchain, and predictive HR
analytics, to assess whether ISO 31000 remains adequate for governing these novel risks (Park,
2018; Akinrolabu et.al., 2019; Putra & Soewito, 2023). Expanding the geographical scope of
research to underrepresented regions, including Central Asia and Africa, would also improve the
generalizability of findings and highlight context-specific adaptations.

Finally, theoretical work is needed to integrate ISO 31000 with complementary frameworks
such as COBIT, ISO 27005, and GDPR, and to examine how these combinations can strengthen
digital risk governance in both e-government and E-HRM settings (Alves et.al., 2020; Lubis, 2023;
Arif et.al., 2024). Advancing along these lines would significantly enhance understanding of ISO
31000’s role as both a practical tool and a theoretical construct in the evolving field of digital public
governance.

Conclusion

This systematic review compiled 54 studies regarding the implementation of ISO 31000 in
digital public governance, emphasizing electronic human resource management (E-HRM).

According to the study's results, ISO 31000 serves as a complex, principle-oriented structure
that improves accountability, communication, and resilience in online settings, despite the minimal
quantitative evidence about its influence. Continual obstacles — political fluctuations, dispersed
resources, and inadequate performance metrics — remain a significant impediment to the methodical
implementation. Integration with complementary frameworks such as ISO 27005, COBIT, and GDPR
strengthens its relevance, suggesting that ISO 31000 serves most effectively as an integrating
backbone rather than as an isolated tool.

In order to augment its functional applicability within the domain of human resource
management, entities should incorporate the tenets of ISO 31000 into their human resource policies
and procedures, maintain risk registers that are specifically oriented towards human resources,
develop the competencies of personnel for making decisions that are informed by risk
considerations, and engage in collaborative efforts with information technology, legal, and audit
divisions. Regular audits and pilot implementations can further entrench a risk culture and boost
adaptability. Initiatives like these would promote the advancement of Human Resources divisions
from a reactive, compliance-driven oversight style to a proactive, analytics-based governance
arrangement.

In conclusion, ISO 31000 remains a vital yet frequently underutilised framework within digital
public governance. The extensive implementation of this concept will be contingent upon contextual
adaptation, the integration with alternative frameworks, and the development of quantifiable metrics
for evaluating the maturity of risk governance across human resources and various administrative
sectors.
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