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Abstract. Cybersecurity threats represent one of the major challenges that all nations are currently facing. Cyberspace
plays an important role in our modern life, uniting people and communities around the world, and providing them with the
opportunity for socialization and self-organization. However, cyberspace is also subject to various threats that can have a
serious impact on national security, public safety, and the economy. Information warfare covers a wide range of actions,
ranging from attacks on communication systems and critical infrastructure to the use of information and communication
technologies (ICT) to implement psychological impact techniques.

Cybercriminals actively use various methods and techniques to carry out cyber attacks, including unauthorized access to
systems, theft of personal information, financial fraud, and the distribution of malicious software. Such criminal acts in
cyberspace pose a threat to both individuals and organizations. Cyberterrorism is also a danger since cyber attacks can
be used to create chaos and disrupt the normal functioning of critical infrastructures, such as energy and transport.

At the international level, it is important to establish dialogue and cooperation between various countries and international
organizations, such as the UN, the European Union, NATO, and others. This will make it possible to coordinate strategies,
exchange information about cyber threats, and coordinate measures to prevent and respond to cyber-attacks. International
agreements can also contribute to the establishment of responsibility for cyber aggression and the creation of mechanisms
for the investigation and prosecution of cybercriminals.

Keywords: cyberspace, cybersecurity threats, cyberterrorism, cybersecurity cooperation.

Anpatna. Kubepkayincisgik katepnepi kasipri yakbiTTa 6Gapnblk Memnekettep 6etne-6eT kenin OTblpFaH Heriri
npobnemanapabiH Gipi 6onbin Tabbinagbl. KubepkeHicTik 6i3giH kasipri emipimisge MaHbIi3gbl pen atkapagbl, Oykin
anemperi agamaap MeH KaybiMaacTbikTapabl GipikTipeai, onapra aneymeTTeHy XeHe 63iH-83i yibIMAacTbipy MYMKiHAIrH
6epepni. [ereHmeH, KMOEPKEHICTIK YNTTbIK Kayincigikke, KoFaMablK Kayincigikke XeHe 3KOHOMUKara eneyni acep etyi
MYMKiH Typni KayinTepre ywblipangbl. AKnapaTTblK COfbIC KOMMYHUKALMATLIK Xynenep MeH MaHbI3abl MHpaKypblnbiMFa
wabybingapaaH 6actan NCUMXoNnorusnblKk acep eTy oAiCTepiH »Ky3ere achblpy YLWiH aknapaTTblK-KOMMYHUKaUUSTbIK
TexHonorusnapabl (AKT) nanpganaHyra AeniHri oapekeTTepAiH KeH ayKbIMbIH KAMTUAbI.

KubepkbinmbICKepnep Xyhere pykcaTCbi3 Kipy, >XeKke aknapaTTbl ypray, KapXbifblK anasikTblK >KOHE 3UsHAObI
Oargapnamansik kKamTamachi3 eTydi TapaTyabl Koca anfaHaa, kubepliabybingapabl XKy3ere acblpy YLWiH apTypri agictepai
OenceHai nanpganaHaabl. KnbepkeHicTikteri MyHAaan KbiNMMbICTbIK 9pEKeTTep Xeke ajampapfFa Aa, yubiMaapra ga kayin
TeHaipeni. Knbepteppopnam e kayinTi, einTkeHi knbepluabybingap xXaoc Tyablpy XeHe SHepretTvka MeH Kenik CUSIKTbI
MaHbI3bl MHPpaKypbINbIMAApAbIH, KANbINTbl XKYMbICbIH Oy3y YLUiH nanganaHbinybl MyMKiH.

Xanbikapanslk aeHrenae B¥Y, Eyponanesik Ogak, HATO xeHe T.6. apTypni engep MeH xanblkapanblk yiibiMaap apacbiHaa
Avarnor neH bIHTbIMaKTaCTblK OpHaTy MaHbl3abl. byn crtpaternsinapabl yunectipyre, kubepkayintep Typanbl aknapat
anMacyra xaHe knbepluabybingapablH angbiH any XeHe onapfa kapcbl 9pekeT eTy LapanapblH YANecTipyre MyMKiHOIK
6epepi. Xanbikapanblk kenicimgep kubeparpeccus yLUiH xxayankepLuinikTi opHaTyFa XeHe KbepKbinMbICKeprepai Teprey
MeH Kydanay TeTiKTepiH KypyFa Aa biknan ete anagpl.

Tynin cespmep: kubepkeHicTik, Kubepkayincisgik katepnepi, kubepTeppopuam, Kubepkayincisgik canacbiHAarbl
bIHTbIMAKTaCThbIK,.
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AHHOTaumA. Yrposbl knbepbesonacHoCTM NpeacTaBnsitoT CO6OM O4HY 13 OCHOBHLIX MPOBMEM, C KOTOPLIMU B HacTosiLLee
BPEMS CTankvMBalTcsi Bce cTpaHbl. KnbepnpocTpaHCTBO UrpaeT BaXHyH0 porib B HALLEN COBPEMEHHOM XU3HU, 06beanHAs
nogen n cooblyecTsa nNo BceMy MUpY, NPeaoCcTaBnsAs MM BO3MOXHOCTb coumanu3auum n camoopraHusaumm. OgHako
KMGEepnpoCcTpaHCTBO TakKke MNOABEPXEHO pas3NMyHbIM Yrpo3am, KOTOpble MOryT OKa3aTb Cepbe3HOe BMMAHUE Ha
HauuoHanbHyto 6e3onacHocTb, 06LecTBEeHHY0 6e30macHOCTb M 3KOHOMUKY. WHdopmauuoHHas BOWHa oxBaTbiBaeT
LUMPOKWUIA CNEKTP OENCTBUIA: OT aTak Ha CUCTEMbI CBSA3M W KPUTUYECKM BaXKHYIO MHPACTPYKTYpy OO WMCMONb30BaHWA
NHMOPMaLMOHHO-KOMMYHMKaLMOHHbIX TexHonorun (UKT) ans peanusauum npyemMoB NCUXONOrM4ecKoro BO3AeNCTBUS.
KnbepnpecTynHnkn akTUBHO WMCMONb3YIOT pasnuyHblie MeToAdbl U MpueMbl AN ocylwecTBrneHns knbeparak, Bkm4vas
HECaHKLUMOHUPOBaHHbIN  AOCTYN K CUCTEMaM, Kpaxy JMYHOW WHGOopMauun, ¢(UHAHCOBOE MOLLUEHHNYECTBO W
pacnpocTpaHeHne Bpe4oHOCHOro nporpaMMHoro obecneveHust. NMogobHble NpecTynHble 4eNcTBMSA B KnbepnpocTpaHcTBe
npeacTaBnAalT yrpo3dy Kak Ans OTAeNbHbIX Nuu, Tak u ans opraHu3aumn. Knbepteppopusm Takke npegcrtasnset
OMnacHOCTb, MOCKOMbKY kubepaTaks MOryT ObiTb MCMNOMb30BaHbl ANS CO34aHUS Xaoca W HapyLlleHUs HOopMarbHOro
PYHKLUMOHUPOBAHUST KPUTUYECKN BaXKHbIX MHADPACTPYKTYP, TAKNX Kak dHEPreTuka 1 TpaHcnopT.

Ha wmexagyHapooHOM YpOBHE BaXXHO Hanagutb Auanor W COTPYAHWYECTBO MeXAy pasnuMyHbIMKM CTpaHamu W
MeXayHapoaHbIMW  opraHusaumsamu, Takumm kak OOH, Esponeiicknii Cows, HATO wu pgpyrme. 370 no3sBonut
KoopAvHMpoBaTb cTpaTerMn, obmeHuMBaTbCA WHGOpPMaumMen o kubepyrposax W KOOpPAMHMpOBaTb Mepbl MO
npegoTBpalLeHnio U pearMpoBaHuio Ha kubepaTaku. MexayHapodHble cornalieHus Takke MOoryT crnocobcTBoBaThb
YCTaHOBMNEHUIO OTBETCTBEHHOCTU 3a Kubeparpeccuio 1M CO3[AaHWI0 MeXaHW3MOB paccrnefoBaHus U npecnefoBaHus
KnbepnpecTynHMKOB.

KnioueBble cnoBa: kubepnpocTpaHCTBO, yrpo3bl knbepbesonacHocTn, knbepTeppopuamM, coTpygHMYECcTBO B obnacTtu
knbepbesonacHocTu.

Introduction The materials and methods

Currently, Currently, cyberspace plays a Materials and sources in the list of
huge role in people's daily lives. According to references (articles and scientific publications,
research conducted by various organizations, textbooks, regulatory and legal documents of
the average user spends more than six hours countries and international organizations. To
a day on the Internet. They use the Internet to write the article, the method of data analysis,
search for information, communicate with research and empirical methods, and the
friends and relatives, make purchases, order methodology of teaching advanced training
food and services, games, and much more. courses were used.
However, close interaction with cyberspace The materials and methods used in this
carries with it certain risks for users. study provide a structured framework for
Cybercriminals use various methods to gain examining the role of cybersecurity issues in
access to users' personal information and countering terrorism. Based on a literature
money [1]. review, legal analysis provides a

Therefore, there is a need to ensure comprehensive examination of the
security in cyberspace. Cybersecurity experts fundamentals of cybersecurity, international
are working on creating various methods and initiatives, legislative measures  and
technologies to protect users from cyber challenges associated with  countering
threats. They also develop standards and terrorism in the digital age.
recommendations for organizations and states . .
to ensure network security. This is reflected in Cybersecurity aspects in counter-
several standards and regulatory documents, terrorism
such as ISO/IEC 27032:2012 [2], NIST CSF . o
[3], ISO/IEC 27001[4], IEC 62443 standard [5]. The concept of “cybersecurity” has
All these documents help to improve the several  interpretations. ~ One  such

interpretation, proposed by researcher D.B.
Dubinina, describes cybersecurity as a set of
measures to protect systems, networks, and
software applications from digital attacks
aimed at gaining access to confidential
information, changing it, destroying it, or
extorting money from users [8].

Another interpretation proposed by N.A.
Moiseeva is related to knowledge and skills in
the field of risk assessment of social
engineering when working in the digital space,
organizing the security of personal data, as

protection of personal data and information
from cyber threats [6]. The main task of the
State is to protect national security, which
means protecting its citizens, economy, and
institutions. Initially, national security protected
the nation from military threats, but now its
scope is broader and includes security from
terrorism and crime, security of the economy,
energy, environment, food, critical
infrastructure, and, finally, cybersecurity [7].
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well as awareness of the negative impact of
digital devices and gadgets on the
environment, as well as on the physical and
mental health[9].

In the international standard ISO/IEC
27032:2023 [10], cybersecurity is defined as
the property of protecting assets from threats
to confidentiality, integrity, and accessibility in
cyberspace. In GOST R 56205-2014 IEC/TS
62443-1-1:2009 [11], a broader definition of
cybersecurity is given as actions necessary to
prevent unauthorized use, denial of service,
transformation, declassification, loss of profit
or damage to critical systems or information
objects. Cybersecurity includes the concepts
of identification, authentication, traceability,
authorization, accessibility, and privacy [12].In
international standards, there are several
definitions of the concept of "cyberattack",
which cover various aspects of this concept.
Below are some of them:

In ISO/IEC 27032:2023 [10],
"Cyberattack” is defined as "any action aimed
at obtaining unauthorized access to
information or at changing, destroying or

blocking it, performed using computer
engineering means Or communication
technology."The US National Institute of

Standards and Technology (NIST) defines a
cyberattack as "any unwanted event or action
directed at a computer system or network that
violates the confidentiality, integrity or
availability of a computer system or network."

In GOST R ISO/IEC 27005-2010 [13],
"Cyberattack” is defined as "any undesirable
event that causes a violation of the
confidentiality, integrity or availability of
information stored, processed or transmitted in
an information system."It is also worth noting
that cyberattacks may have their specific
definitions and characteristics in different
contexts and spheres. For example, in the
context of cybersecurity of the US national
infrastructure, a cyberattack is defined as "any
action directed at the national infrastructure
that can cause serious damage to national
security, our economy, or our citizens."

At the same time, one of the main
programs of the United Nations is the
Cybersecurity and New Technologies
programme which was launched in the UN
Office of Counter-Terrorism.

United Nations since 2001 has
significantly expanded its activities in
countering terrorism. Today's terrorist

organizations are concerned with millions of
dollars of income, with an internal division of
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labor and specialization, with training camps,
workshops, warehouses, shelters, printing
houses, hospitals, and laboratories. They can
widely use the latest types of weapons, means
of communication, and transportation,
practicing the most diverse and largely new
methods and techniques. Their "staff" consists
of ideologists and practitioners, leaders and
performers, specialists in sabotage, and so on
[14]. All this testifies that there is not a single
state in the world that could live today in peace
and with full confidence that this phenomenon
would not affect its citizens in the future. We
must introduce a collective opposition of all
subjects of anti-terror to a socially destructive
phenomenon to create a real opportunity to
curb global threats to the security of all
mankind. Many scholars who deal with this
subject believe that the direction of terror is
becoming more and more concrete, and the
goals of terrorists are becoming obvious.

Most powerful terrorist organizations
known in the world have their spiritual leaders
and mentors. Also, they improved and built a
more complex hierarchical and organizational
structure, their ideology and strategy of action,
and strong, wealthy patrons. Along with a
large number of terrorist organizations and
groups, an equally large number of supporting
structures arose, up to entire sponsoring
states. Neither highly developed nor
economically and socially lagging countries
with different political regimes and systems of
government are immune from outbreaks of
terrorism. The ongoing processes of
globalization that are changing the nature of
the modern world order, and the emergence of
new global means and systems of
communication and information reduce the
importance of state borders and other
traditional means of protection against
terrorism.

Unfortunately, since the year 2000, we
can observe some activation of extremist
organizations in Central Asia, including
Kazakhstan. At the legislative level, to combat
terrorism, the Law of the Republic of
Kazakhstan "On Combating Terrorism" dated
July 13, 1999, was adopted. This law defines
the legal and organizational framework for the
fight against terrorism, the procedure for the
activities of state bodies and organizations,
regardless of ownership, as well as the rights,
obligations, and guarantees of citizens in
connection with the implementation of the fight
against terrorism. Also, this law provides
definitions of such concepts as “terrorism”,
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“terrorist activity”, “terrorist action”, “act of
terrorism”, etc. [15].

Since that time, the presence of
sponsoring states that finance terrorist
organizations greatly complicates the fight
against terrorism, since the capabilities and
influence of these groups are significantly
increased [16].

Dealing with all aspects of combating
terrorism, it is necessary not to forget about
the protection of human rights in a conflict,
since the terrorist attacks themselves already
violate one of the many aspects of human
rights - the right to life. Considering this
problem, more than a decade ago the Minister
of Defense of the Republic of Kazakhstan,
Mukhtar Altynbayev, noted that the relevance
of the issues of combating terrorism is of
paramount importance today. Manifestations
of international terrorism and extremism have
already affected many countries, regardless of
their economic and military potential. The
search for optimal and effective antiterrorist
measures  becomes all the more
significant.[17]. It has already been said more
than once that the struggle must be universal
and be waged by all available means. But here
it turns out, not everything is so simple. No one
argues that modern terrorism, accompanied
by unimaginable cruelty, the killing of innocent
people, the taking of hostages, the seizure of
vehicles, and torturing for political purposes, is
an extreme form of violation of human rights.
According to some former senior staff of the
National Security Committee of the Republic
of Kazakhstan, the state should pursue a
tougher policy towards certain religious
organizations and private  educational
institutions of dubious origin. He believes that
today there is a need for detailed legislative
regulation of the activities of missionaries on
the territory of Kazakhstan. The tendency of
the emergence of mosques according to
national characteristics is alarming. We do
believe that more precise and restrictive legal
regulations on the establishment of various
humanitarian funds with a religious component
should be introduced. He also underlined that
there is a real threat to the security of the
country from certain foreign terrorist
organizations, the most dangerous of which
are Al-Qaeda and the Islamic Party of
Turkestan. Under these conditions, it is
necessary to intensify ideological work and
give. The more attention to dissemination of
necessary information to prevent those
destructive activities. One should admit, no
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matter how successful the actions of the
special services to eliminate terrorist
structures, all this will be a "blow to the tails."
Itis important to develop a social immunity that
rejects any manifestation of terrorism or aiding
suspects. In this aspect, the fight against lack
of spirituality and lack of culture is especially
relevant. First of all, it is vitally important to
work with leaders and activists in the youth
environment. The information space does not
tolerate emptiness. In case if public
organizations and clergy do not improve their
involvement, someone else will take their
place [17].

According to a decision by the
Supreme Court of the Republic of Kazakhstan
seven international organizations - "Asbat al-
Ansar", "Muslim Brotherhood", "Taliban", "Boz
Gurd", "Jamaat of the Mujahideen of Central
Asia", "Lashkar-e-Taiba" and "Society for
Social Reforms" - were recognized as a
terrorist and banned on the territory of
Kazakhstan. The activity of this organization,
according to the Law of the Republic of
Kazakhstan "On countering extremism", must
be recognized as an extremist, and it is
outlawed in Kazakhstan [18].

One should admit that the United
Nations' leading role and establishment of the
UN Office of Counter-Terrorism was the most
important step in a global struggle against
terrorism. Now this Office is the leading
organization that coordinates all international
activities in the fields of new technologies. One
of the main programs is the Cybersecurity and
New Technologies program. According to
resolution 2341 (2017), the Security Council
Calls upon Member States “to establish or
strengthen national, regional and international
partnerships with stakeholders, both public
and private”, and advises to share information
and experience to prevent, protect, mitigate,
investigate, respond to and recover from
damage from terrorist attacks on critical
infrastructure facilities. It is envisaged that joint
training and the use or establishment of
relevant communication or emergency
warning networks will contribute to its
implementation.

We must recall that the UN Office of
Counter-Terrorism initiated several steps
within the field of new technologies. The
Cybersecurity and New Technologies program
is aimed to enhance the capacities of Member
States and private organizations in preventing
and mitigating the misuse of technological
progress by leaders of terrorist organizations
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and violent extremists. This includes
countering the threat of cyber-attacks carried
out by terrorist actors against vital community
services, and critical infrastructure, as well as
developing the use of social media to collect
open-source information and digital pieces of
evidence to counter online terrorism and
violent extremism while respecting Human
Rights. In addition, the program of the UN
Office of Counter-Terrorism introduced
expertise to determine the possibility of using
unmanned aerial systems (UAS) by terrorist
organizations and will develop further
programming in a similar area. The project
also should help to mitigate the impact and
recover and restore the targeted systems
should such attacks occur.

During the sixth review of the Global
Counter-Terrorism Strategy (A/RES/72/284),
Member States expressed concern at the
increasing use by terrorist organizations and
single actings members of those organizations
of information and communications
technologies (ICT), in particular the internet
and other media, and the use of such
technologies to commit, incite, recruit for, fund
or plan terrorist acts. Member States give due
attention to the importance of cooperation
among stakeholders in the implementation of
the Strategy, including among Member States,
international, regional, and sub-regional
organizations, the private sector, and civil
society. In 2021, the UNCCT Global
Programme on Cybersecurity and New
Technologies launched one of its very
important documents which provided tailored,
extensive one-year support on cybersecurity
and digital forensics to Burkina Faso and
strengthened the country’s law enforcement
capacities to collect digital evidence to
prosecute and adjudicate terrorist offenses.
The Programme was launched to assist legal,
forensic, and other relevant agencies of
Burkina Faso, Bangladesh, Maldives,
Malaysia, and the Philippines to enhance their
skills and capacities and apply investigative
techniques for the acquisition and analysis of
digital evidence from encrypted and open
sources. All these skills are required to bring
terrorists to justice, with full respect for human
rights and the rule of law. Thanks to the
UNCCT'’s strategic engagement with NAUSS,
the Programme provided joint training to 49
criminal justice officials from West Africa and
the Arab States at NAUSS training facilities.
As a result, trainees not only enhanced their
skills in digital forensics but also strengthened
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regional collaboration and engagement in
countering  terrorism.  All  participants
acknowledged that UNCCT’s training
increased their understanding of the impact of
the acquisition and analysis of digital evidence
on human rights and how to mitigate human
rights risks in their investigative work [19].

Types of threats and attacks

Nowadays we can encounter many
threats and attacks in the cyber environment
that can lead to a breach of cybersecurity. As
a result, it will cause damage on various levels
to businesses, organizations, and personal
users. individual users. We can enumerate the
most common types of threats and attacks in
the cyber environment. Currently, the term -
Cyberterrorism means the use of computer
technology and cyberspace to carry out
terrorist actions, for example, to shut down
critical systems or to obtain confidential
information. Usually, viruses and other
malicious software are distributed via email,
also it can be a result of downloads from the
Internet, which can cause serious damage to
computers and networks. It means that all
these can be used by cyber terrorists to
damage target systems and networks, as well
as help them to collect -confidential
information. At the same time, cyberterrorists
can create and distribute various types of
malware, such as viruses, Trojans, and
spyware, which cause various threats
including identity theft, blocking computers
and networks, as well as deleting or changing
important information. The purpose of such
attacks may be to discredit a certain company
or government, as well as to carry out terrorist
acts. There are different types of attacks on
personal data to obtain confidential
information such as passwords, credit card
numbers, etc.[20,21].

We must accept that the manipulation of
people using basic principles of human
psychology and behavior and social
engineering is now becoming another growing
threat to virtual communities and one of the
effective means to harm attacking information
systems. Manipulation in social media
especially among young generations is very
dangerous in the longterm perspective. First
youth are quite vulnerable and can easily be
subject to false ideologies coming through
terrorist propaganda. Another important
problem is the proper protection of access to
security systems, which always could the
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attention of potential terrorists and extremists.
Therefore, the issue of training employees and
those staff who have access to confidential
information is extremely vital [22]/

One of the most often used threats is
DDoS attacks: usually, these are attacks that
are carried out by creating a huge number of
requests to a specific server or site, which can
lead to its overload and failure. By these
means, cyberterrorists can damage important
systems and networks. Often cyberterrorists
can use botnets - networks of infected
computers from which they can spread a large
number of requests to servers. As a result,
these servers are overloaded and become
inaccessible to users. It is most dangerous not
only for banks or any financial systems but
also for facilities of critical infrastructure power
supply systems, nuclear installations,
transport management systems, etc.

It is known, that initially botnets were
developed to perform certain tasks within a
group or network so that make jointly perform
a task. But now, we observe that it is being
used by intruders and hackers who are trying
to gain access to the network to inject any
malicious code or malware. What is most
alarming is that currently botnet attacks are
aimed against large enterprises and
corporations due to their huge access to data
[23].

Another type of threat is Cyber
Espionage which has a long history of its
existence. Usually, it consists of two parts: the
monitoring and collection of confidential
information about companies, governments,
or other organizations to get commercial data
political secrets, intellectual property, etc. One
of the most known is the ransomware
program, which is a special file encryption
program that uses a unique, reliable
encryption algorithm to encrypt files on the
target system. The authors of ransomware
programs take advantage of this and usually
demand a significant amount of ransom from
victims for providing a decryption code or
decrypting data. Nevertheless, there is no
guarantee that the data could be recovered
even after payment of the ransom.

Now, we can observe many more types
of cyberterrorism like Cyberbullying, which is
one of the aggressive forms of targeted
harassment, insults, and threats using modern
means of communication. Cyber-extremism
is another type of propaganda that incites
various extremist views in cyberspace,
including ugly scenes of cruelty, alcohol,
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drugs, etc. which can contradict common
norms of morality [6] [9] [23].

Methods of Protection

In any information system, nothing can
provide absolute protection, so almost every
system can be hacked. But even if it is
impossible to provide full protection to any
user, it is better to use tools and follow the
rules for the safe use of resources. For
protection, you can use antiviruses, make a
backup copy, and update security programs,
all of the above are the most basic rules of
cyber defense. Now social networks also pose
a great danger, so it is important to use
complex passwords and change them more
often, not open websites through unfamiliar
links, and not spread personal data. If you do
not follow these rules, the chance that you will
be hacked increases [20], [24].

Cyber security is especially important
now because cyberterrorists use the most
advanced technologies to disrupt the
protection of important state infrastructures.
Cyberterrorists mainly target systems such as
healthcare and energy, transportation
systems, and government agencies. And
technologies that allow remote attacks on
systems are highly valued by terrorist
organizations, including Al-Qaeda and ISIS. It
is necessary to improve the methods and
technologies of system protection to prevent
cyber attacks or eliminate the consequences
in time and restore the functioning of systems.

Every year there are more and more
digital services, that is, states are becoming
more technologically advanced. Although it
makes life easier, these technologies can be
used with malicious intent, so you need to
think in advance about methods to counteract
their misuse [25].

Cyberspace threats can cause problems
not only to one state, country, or specific
organization, but the whole international
community and even the entire world.
Therefore desperately need to increase the
role of international cooperation in the field of
the cybersecurity sector. Such cooperation in
the field of cybersecurity consists of the
following: exchanging of information and
proficiency, synchronization of actions, the
improvement of principles and regulations of
activities in cyberspace, and course joint
efforts to avoid and react to cyber threats.
Thanks to international collaboration in the
field of cybersecurity all parties can reach the
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exchange of information and know-how in the
field of cyber protection and fight against
cybercrime. It allows international
organizations to create standards and swap
proposals in the field of cybersecurity, which
can be used and accustomed by various
countries.

Today there are several organizations
and initiatives focused on strengthening the
role of international cooperation in the field of
cybersecurity, for example: the International
Telecommunication  Union  (ITU), the
Organization for Economic Cooperation and
Development (OECD), the Cybersecurity
Forum within the framework of the World
Economic Forum, etc. Each country tries to
conclude bilateral and multilateral treaties on
cybersecurity issues. Also, it is necessary to
organize regular international exercises and
training to prepare specialists in the field of
cybersecurity and professional progress. All
these will help to build up and clarify measures
for responding to cybersecurity threats and
advance information defense systems.

To defend from cyberattacks and
cybercrimes related to terrorism, States and

private companies should work out
comprehensive  measures to  improve
cybersecurity. In particular, they should

reinforce security procedures such as two-
factor verification, encryption, network filters,
and multi-level security instruments. However,
it should be borne in mind that cybersecurity is
not only technical measures but also
personnel preparation. We do believe that any
governments and private companies should
remember that staff training is one of the most
vital aspects of ensuring cybersecurity. Any
Human Resources Department should
recognize that its employees of the
organization may be unaware of cybersecurity
therefore should be trained to understand
fraudulent attempts, use strong passwords,
work with email and other tools, and comply
with given instructions on security policies.

Finally, we do believe that it is a good
idea to introduce a new curriculum “Cyber
security and the fight against terrorism in the
context of globalization” for master’s students
at the Institute of Public Administration and the
Institute of Diplomacy of the Academy of
Public Administration under the President of
the Republic of Kazakhstan. We also propose
to introduce the teaching of similar topics in
retraining and advanced training courses for
civil servants at primary, middle, and senior
levels.
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Particularly important, in our opinion, is
training under such a program for civil
servants of law enforcement agencies, such
as the Ministry of Defense, National Security,
the Ministry of Internal Affairs, the Prosecutor
General's  Office, etc. Experts from
international organizations, including UNDP,
the UN Counter-Terrorism Committee in New
York, as well as the OSCE Counter-Terrorism
Office, the UN Office for Combating Drug
Trafficking and Crime, etc., could take part in
the preparation and improvement of the above
program.

We also propose to provide the
opportunity for students of the Academy of
Public Administration and civil servants of
relevant departments, especially government
agencies of law enforcement agencies, to

undergo internships abroad within the
framework of scholarships provided by
relevant non-governmental and  other

international organizations.
Conclusion

In the modern world, cybersecurity is
one of the most important parts of national,
public, and economic security. In general, the
problem of cybersecurity requires constant
attention and decisive actions on the part of
governments, and organizations to protect
national interests and public welfare. We
advise introducing to study of this issue in
training courses for civil servants and staff of
national companies and security
organisations.

We propose to raise more awareness of
the fact that with the development of
information  technologies, cybersecurity
threats are becoming more diverse and
serious, which requires constant improvement
of methods and technologies for protecting
information systems and data within problems
connected to terrorism and other criminal
actions. The information space is becoming an
integral part of the lives of people and
organizations around the world, which makes
it vulnerable to cybercrime and cyberterrorism.
The information war that is taking place in
cyberspace can have serious consequences
for national and public security.

We believe that the introduction of a new
curriculum on educational courses on
cybersecurity within academic and training
programs on counter-terrorism, including
distance courses, will help to raise awareness
and competence in the field of cybersecurity
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among the general public, including
government officials, business leaders, and
ordinary Internet users. Also, this will help to
form a culture of security in society and
prevent potential threats in the field of
cybersecurity. Thus, according to our
research, we consider it appropriate to expand
the training program for future civil servants,
schools and universities, law enforcement
agencies, police, and other related agencies.

Ne4 (87) 2023

field of cybersecurity and counter-terrorism in
Kazakhstan, and in the region of Central Asia,
as a whole, within the framework of main
international and regional organizations. First
of all, it should include the UN Counter-
terrorism Committee, UNODC, and financial
and law enforcement agencies to develop new
technologies and methods for protecting
information systems and data, as well as raise
public awareness of possible cybersecurity

In this regard, it is necessary to
strengthen international cooperation in the

threats and how to protect their data.
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