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RELEVANT ENVIRONMENT OF CENTRAL ASIA IN CYBER-SECURITY
POLICY
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Abstract. In the century of the widespread use of high technologies and the Internet, cybercrime is one of the major threats
to international peace and security. All groups ranging from individuals, businesses to governments are exposed to
cyberattacks. Large cyberattacks in the region have mostly criminal nature desiring to have access to financial and
industrial data, to realize financial operations, to use of the information and material contained in web sites, data-bases of
government agencies. As a result of analysis of cyberattacks, we have an opportunity to identify weaknesses, which
contributes to the subsequent improvement of system services. It can be also noted that countries of these regions create
institutions to combat cybercrime at the state level and improve their regulatory instruments. At the same time, there is a
process of collaboration with using of their resources and efforts to prevent internal and external threats in cyberspace by
taking into account the peculiarities and opportunities of each country.

Key words: cyber-security, Central Asia, national security, Cyber-security Council, Cybersecurity Concept, regional
integration.

AHxpaTna. Xofapbl TexHonorusnap MeH fanamTop KeH TaparaH 3amaHa KMOepKbINMbIC - Xxanblkaparnblk 6enbiTwinik neH
Kayincisgiktii 6acTtbl kayini 6onbin Tabbinagbl. bapnblk TonTap, Xeke TynfanapgaH 6actan ykimeTTepre AeniH
knbepabybinfa ywbipangsl. AimakTa ipi knbepLuabybingap kebiHece KbINMMbICTbIK CUNaTKa ue, KapXKbirbIK XKoHe OHAIPICTIK
JepeKTepre KON XeTKi3yre, KapXbifblKk onepauusinapAbl >Ky3ere acbipyfa, BebO-calTTapgarbl aknapatrap MeH
maTtepvangapra, MEMIEKeTTIK opraHaapablH AepekTep 6a3acbiHa Kon XeTkidyai kananabl. Kubepwabybingapabl tangay
HaTWXeCIHAE XYWeriK Kbi3MeTTepAi oaaH api XeTingipyre biknan eTeTiH KeMLWinikTepai aHbikTay MyMKiH 6onagbl. AimMakTa
enaepaid KMbepkbiNMbICNEH MEMIEKETTIK AeHreae Kypecy XeHe onapAblH HOPMAaTUBTIK KypangapbiH XKeTingipy yLiH
WHCTUTYTTap KypaTbiHAbIFbIH aTtan eTy kepek. CoHbiMeH 6ipre, memnekeTTepre KOm >eTiMAi pecypcTapAbl XoHe
KnBepKeHICTIKTErI iLUKi )xaHe CbIpTKbl KayinTepai bonasipMmay XeHiHaeri Kyw-xirep4i nanganaHa oTeipbin, ap engiH kabineTi
MeH MYMKIHAIKTEPIHE cai bIHTbIMaKTaCTbIK YAEPICi Xypin XaTbIp.

Tipek ce3pep: kubepkayincisgik, OpTanblk A3us, yNTTblK Kayincisaik, kubepkayincisgik keHeci,
TYKbIPbIMAAMachl, alMaKTbIK UHTErpauusi.

AHHTOTaumA. B Bek LUMPOKO pacnpoCTPaHEHHOIO UCMONb30BaHWS BbICOKMX TEXHOMOMMI U MIHTepHeTa kKnbepnpecTynHoCTb
ABMNSETCS OOHOW W3 OCHOBHbIX Yrpo3 MeXxayHapooHoMy Mupy u 6esonacHoctu. Bce rpynnbl, OT 4acTHbIX nu,
npeanpuATMA 0O NpaBuUTENbCTB, noagepratoTcs kmbepaTtakam. KpynHble knbepartakum B perMoHe HOCAT B OCHOBHOM
KPUMUWHanbHbIA XapakTep, Xenawwme MMeTb AOCTYN K (PUHAHCOBbIM U MPOMBILWMAEHHLIM AaHHBbIM, OCYLLECTBNATb
dunHaHCOBbIE OMepauun, UCMonb3oBaTb MHOpPMaUMIO U MaTepuansl, CoaepXawmeca Ha Beb-cantax, 6asbl AaHHbIX
rocy4apCTBEHHbIX yupexaeHun. B pesynbtaTe aHanusa kubep-aTtak NosiBNSeTCs BO3MOXHOCTb BbIABUTb HEOOCTaTKu,
KOTOpble CMOCOOCTBYIOT NOCNEAyLEeMy YMyYLEeHWI0 CUCTEMHbIX ycnyr. CnegyeTr OTMETWUTb, YTO CTpaHbl pernoHa
€O30at0T UHCTUTYTLI Anst 6opbObl C KMGEPNPECTYNHOCTBLIO HA rOCY4aPCTBEHHOM YPOBHE UM YrydLlaT CBOU HOPMaTUBHbIE
MHCTPYMEHTbI. B TO e Bpems HabnwogaeTcs Npouecc COTPyAHWYECTBA C UCMONb30BaHNEM UMEIOLLMXCSA Y rocyaapcTs
pPECYpPCOB U yCUNuiA No NpeaoTBpaLLEeHN0 BHYTPEHHNX Y BHELLHUX YTPo3 B KMGEpNpOoCTpaHCTBE C y4eTOM O0cobeHHoCTE
1 BO3MOXXHOCTEW KaXKOoW CTpaHsbl.
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At the beginning of the 21st century, the
information and communications technology has
continued to advance rapidly. Today, many users
choose the information space as the repository for
data and information, even the states are focused to
develop the electronic government. Many financial
transactions, banking services available online. The
development of information and communication
technologies has led to the need to provide security
conditions in order to prevent cyber threats with
different nature for all social groups. Victims of cyber-
attacks and private information leaks become users
of the Internet, governments as well as business
structure.
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For this reason, the implementation of relevant
activities to ensure cybersecurity requires an
integrated approach. States, international and
regional integrations aim to create a common
understanding of problems and methods for their
settlement. The development of a legal framework at
the national and international level provides an
opportunity to achieve the basic concepts, ensure
cybersecurity and amend the states’ legislation.
International cooperation against the cybercrime
contributes to the future elimination of cyber threats.

However, there are differences between states
on the level of interest and development degree.
Priority areas for ensuring cyber protection are varied,
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if the protection of the government information base
is the main task for someone, the protection against
cyber-attacks on personal, corporate financial data
make difficulty for another.

Cybercrime has considerable negative effects
for the sustainable development of the country, its
defense, domestic and foreign policy, economy, also
for livelihoods of the population. The issue of ensuring
cybersecurity is a task that falls to all law enforcement
agencies of the state. The private sector, the civil
society are also interested in ensuring common
security policy in coordination with the government.
Activities of research institutes, private organizations
to ensure information security contribute to the
development of technical side of this issue. That looks
easier solving the task of establishing a single
legislative base for states. Holding international
workshops is a platform for sharing knowledge and
experiences to understand real threats.

Methodology of this paper is based on studying
social processes and phenomena. The nature of the
assigned research tasks predetermined the need to
use also such methods as the comparative-historical,
comparative-legislative, method of system analysis

and the sociological method. Method of comparisons
effected to analyze different degrees of the legislative
basis of national and international law, development
of states and corporations on the problems of
research. The empirical basis for research of the
current situation of international and regional
cooperation consists of statistical data on cybercrime
compiled by international organizations, national and
international laws, content analysis of international
institutes, data on cybercrime in the Republic of the
Kazakhstan and Central-Asian countries.

For Central Asian countries, the issue of
ensuring cybersecurity is becoming increasingly
discussed. In recent years, countries are making
fullest efforts in their first steps to create a legal
framework for resolving these problems. Nowadays it
can be noted that their efforts show a clear
understanding of the situation, and their phased
approach. But according to the Global cybersecurity
index 2017 which evaluates on five pillars as legal,
technical, organizational, capacity building and
cooperation [1], Central Asian states demonstrate low
rates and that needs to include this issue to essential
regional danger (See Table 1 and 2).
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Table 1. CIS region scorecard, Global cybersecurity index 2017 [1].
COMMONWEALTH OF INDEPENDANT Region Global
STATES (CIS) Score Rank
Georgia 0.819 8
Russian Federation 0.788 10
Belarus 0.592 39
Azerbaijan 0.559 48
Ukraine 0.501 59
Moldova 0.418 73
Kazakhstan 0.352 83
Tajikistan 0.292 91
Uzbekistan 0.277 93
Kyrgyzstan 0.270 97
Armenia 0.196 111
Turkmenistan 0.133 132

Table 2. ITU Member States Global Cybersecurity Commitment Score By Region, Global cybersecurity index 2017 [1].

In turn, Kazakhstan is certainly considered
cyber-threats as one of the new threats to national
security. The state rapidly includes a new threat of

global dimension in its security policy and recognizes
the devastating impact for the country's development.
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The issues of cybersecurity in the national
legislation of the Republic of Kazakhstan are still at
the initial stage. The government constantly conducts
comprehensive measures aimed to ensure the
optimal operation of e-government, protect of
electronic information resources and information
systems from external and internal threats. The State
Technical Service carries out an annual certification
of the sustainable operation of government
information systems [2]. All this makes it possible to
identify vulnerabilities for further elimination and
creation of new ways to deal with the problem.

The Law of the Republic of Kazakhstan “On
informatization” of November 24, 2015 [3] is one of
the first documents to ensure the security of the
information infrastructure. Significant progress in
securing cybersecurity was made by the creation of
the Committee of information security under the
Ministry of Defense and Aerospace Industry of the
Republic of Kazakhstan [4]. As a result of the
Message to the people of Kazakhstan (January 31,
2017), “The Third Modernization of Kazakhstan:
Global Competitiveness”, a new Cybersecurity
Concept (KoHuenums knbepbesonacHocTu
«Knbepwnt KasaxcraHna») [4] was proposed, taking
into account the approaches of the “Kazakhstan-2050
Strategy”, which defined the basic definitions and
priorities for the fight against cybercrime. The concept
analyses of the current situation, explains effected
works in the information and communication
infrastructure,  ensuring  information  security,
protecting the secured operations of information
objects, and has been identified the key problems.
The concept expanded the previous legislation,
based on the experience of foreign countries in
accordance with the international standards.

Also, the Action Plan on implementation of the
Cybersecurity Concept («Knbepwut KasaxctaHar)
until 2022 defines a strategy for the overall operation
of state agencies to achieve the intended goals. A
significant step is the increase of government
educational grants in order to provide highly qualified
professionals. At the same time, the growth of private
organizations and research centers in Kazakhstan
who study this issues make large consultation to
government and businesses by the testing their
information bases to cyber-attack [4].

Therefore, today Kazakhstan is now on the
right path toward to ensure information security,
where the activities of government structures are
defined on the prevention threats for the state's
national security.

In  Uzbekistan, the creation of secure
cyberspace has fast gathered. The Government of
Uzbekistan considers the improvement of ICT and
ensuring cybersecurity as one of the priority
directions in the growth of the national economy of the
country on the Strategy for Action on the five priority
development directions of the Republic of Uzbekistan
in 2017-2021 [5].

A fundamental step for Uzbekistan was the
creation of the Information Security Concept, as in the
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case of Kazakhstan. This Concept will be focused on
the strategic definition of basic measures to ensure
cybersecurity. Taking into account the fact that today
Uzbekistan is focused on expanding the use of
information technology, the introduction of e-
government, the adoption of the concept will give
more clear visions considering all the perspectives at
the initial stage. Involvement into the drafting of the
concept the specialized bodies, civil society and the
private sector demonstrates a common high interest
in the feasibility on preventing possible threats. In this
regard, it is necessary to note the leading role of the
Ministry for the Development of Information
Technologies and Communications of the Republic of
Uzbekistan and the Center for Information and Public
Security. The Center conducts statistics on the
quantity and direction of cyber-attacks, which
revealed their growth in 2017 compared to 2016.
Recommendations of the Center's experts contribute
to improve information resources of the public and
private sectors [6].

The situation of ensuring cybersecurity in
Kyrgyzstan is at first stage unlike neighboring
countries. From recent, specialized bodies such as
the Committee on Information Technologies and
Communication have begun a study to determine the
current situation, and they prevue the future design of
the national strategy on the control cyberspace [7] as
part of the Digital CASA-Kyrgyzstan project in
conjunction with the World Bank office in Bishkek and
the Global Center for Cybersecurity Development
(Oxford University, UK). A great advantage offered is
the involvement of foreign experts in consulting work
as Russian experts who are well acquainted with the
cyberspace of the region [8]. In the second half of
2017, the Analytical Security Center was established,
which is aimed to carry out complex work on
monitoring the situation of ICT, creating a state plan
and strategy for cybersecurity.

Improving the cyberspace of Kyrgyzstan
requires a qualitative approach to solving the
problem, as well as defining a national strategy in
connection with the implementation of the nationwide
digital transformation program “Taza Coom” [9]. In the
effected work, it is noticed the close participation of
civil society, private organizations and NGOs (Civil
Initiative of Internet Policy).

Among the case of Tajikistan, the definition of
cybercrime is presented only in the Criminal Code.
They have no legislation to resolve this contemporary
issue. However, special agencies for cybercrime
under the Office for Combating Organized Crime and
the Criminal Investigation of the Ministry of Internal
Affairs realize monitoring the Internet consultations by
the citizens in order to prevent the establishment of
links with terrorist organizations.

Cyber security does not create broad problems
for the government of Turkmenistan, given the level
of censorship [10] and limited access to Internet
resources [11]. However, at the 72nd session of the
General Assembly of the United Nations,
representatives of Turkmenistan proposed a
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fundamental approach to the issue of ensuring global
cybersecurity [12] in accordance with the
development of the contemporary world.

Thus, it can be noted that the countries of
Central Asia are developing at the initial level in the
issue of cybersecurity and differ from each other. But
at the same time, the states are trying to put this
problem..in. the priority, establishing a confidential
dialogue between the countries. And there is a
process of sharing information and knowledge to
ensure regional stability.

In 2017, the Central Asian Forum on Internet
Governance in Dushanbe was held for the second
time [13]. This platform is an excellent example of
cooperation, where all professionals from the public
and private services gathered to discuss a common
issue and identify the main threats facing all areas.

Since 2006, the SCO has been operating a
group of experts on international information security.
Meetings held by a group of experts improve the
quality and understanding of the situation among
experts, which in turn contributes to the development
of control methods at the state level. The main
document in this sphere is the Agreement among the
Governments of the SCO member States on
cooperation in the field of ensuring international
information security in 2009 [14]. The Astana
Declaration of 2017 defined the role of cybersecurity
in cooperation within the SCO framework arguing that
“‘member states will continue to strengthen practical
cooperation on countering propaganda and the
justification of terrorism, separatism and extremism in
the information space” [15].

A new initiative in the region is the aim of
creation a Cybersecurity Council, for which already
the necessary negotiations are held by the parties
[16]. Also at the end of 2017 on the summit with
participation of the heads of Defense Ministry, the
Ministry of Foreign Affairs and secretaries of the
CSTO Security Councils presented a draft agreement
on countering cybercrimes which present the real
motivation of states to cooperate [17].

Within the framework of the CIS, there is a
process of discussing the Concept of cooperation on
combating crimes committed with the use of
information technologies [18].

Thus, it is necessary to highlight the main
problems in the development of cybersecurity in the
Central Asian region:

- the lack of a common legal framework for the
region on cybersecurity;

- the different level of access to information
bases, the Internet;

- the different level of understanding of the
threat and development of states to ensure a secure
and resilient cyberspace, the lack of a specific
strategy of states;

- the lack of specialists in the protection of
information technology and cybersecurity.

The fight to establishing security of the
cyberspace is an insufficient for the single state. Only
the origin of the crimes being prosecuted and based
on the public telecommunication network, related with
the specific questions of the legislative, specific
methods of law enforcement agencies on the
investigation this crime, promotes to the increasing
and the development of the cybercrime. For the
serious offence with the global cybercrime it should
cooperate on the international, bilateral and
multilateral bases by signing agreements,
conventions and states participation on international
organizations and conferences. It is essential to
realize the well-organized activities of the multilateral
mechanism of the information exchange, timely
response system to the cybercrime and current
mechanism of the cooperation on the international
security policy on the cyberspace. For the creation
and control of the function of the legislative basis on
the fight against cybercrime it should accept the basic
standards of the cyber security and responsible on
the world policy.

With the potential for a single cybercrime to
exploit a vast array of technology whilst spanning a
globally distributed crime scene that can cross
several legislative boundaries, makes cybercrime
investigation a challenging and often difficult task. As
with all investigations, law enforcement must quickly
gather and evaluate what initial information is known
about the illicit actions of the cybercriminal in order to
establish the necessity and proportionality of any
response.
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